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ree and open-source

software (FOSS) components

are the bedrock on which our

digital infrastructure is built.
Most software—be it code that logs
a user into their phone in the morning
or checks the weather, or government
systems that authenticate digital identity,
streamline payments, and distribute
health benefits —use public code written
by volunteer developers as part of their
codebases. Code reuse is a common
practice in software development where
large software projects are made up
of a collection of public projects so
that developers and companies do not
reinvent the wheel every time they need
to perform ancillary tasks. Despite the
well-known practical benefits of code
reuse and its prevalence in all digital
products and services, several security
incidents in widely used FOSS projects
have shown that such projects are often

underfunded and poorly maintained.

Such lapses are opportunities for
targeted interventions in both technical
and social aspects of OSS security.
Policy solutions can help treat FOSS
as the digital infrastructure that it is, by
investing in maintaining critical software
components used by the government
and industry.

For software being created for
government and public service initiatives
like digital identity or welfare distribution
platforms, efforts can be made to
compel vendors to contribute to the
maintenance of FOSS components they
use, further strengthening the ecosystem
they draw from. With the governments
participating in and supporting the
existing open-source communities,
they can contribute to sustaining and
nourishing an existing pool of expertise
that is already passionate about the

security and resilience of the software

they create.?

a  The author thanks Isha Suri, Divyank Katira and Upasana Hembram for their comments and suggestions

on this brief.
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Background: What is FOSS?

Code reuse is a common practice in
software development, where large
software projects rely heavily on
existing public projects to implement
their composite functionality. Most
software—be it code that logs a user
into their phone in the morning, reports
the day’s weather, or government
systems that authenticate digital
identity, streamline payments, and
distribute health benefits—all use
public code written by volunteers as
part of their codebases. This public
code is known as free and open-source
software (FOSS) or sometimes free/
libre/ open-source software, and refers
to software that is freely available to
anyone for consumption, modification,
and redistribution. (There are ideological
differences in the use and meaning of
each of the terms ‘free’, ‘open’, and
‘libre’. For the purposes of this paper,
we use the definition provided by Open-

Source Initiative')

It is this free sharing of code that
makes most modern digital products
work. Once a developer has solved a
particular problem, such as encrypting
data for secure transfer over the

internet, they package the solution and

make it available for other developers
to use in other products under a
permissible license. This enables
other developers to use this package
to encrypt their data without having to
reinvent the wheel each time. This free
and open sharing of coding languages,
software libraries, components, and
projects enables the formation of
companies that can use this existing
digital infrastructure to build products

and provide services to customers.

While the exact economic impact of
FOSS is hard to measure because
products are not required to disclose
their FOSS usage, it is obvious that
this digital infrastructure is both
advantageous and necessary. Some
industry estimates suggest 96 percent
of codebases use open-source software
as a building block.??® GitHub, one of the
most popular platforms where open-
source code is hosted, recorded over
413 million contributions to open-source
software in 2022.* Reports also show
time and again that industry leaders and
technical stakeholders prefer to increase
the adoption of FOSS in their enterprise
products because of lowered costs and
perceived security benefits.® A report
released by the European Commission

in 2021 estimates the contribution
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of FOSS to the Eurozone GDP to be
between €65 and €95 million.®

FOSS developers recognise the
significance of their contributions. The
main motivation to contribute to open-
source software is not monetary, even
in cases where developers are being
paid by their companies to develop the
software. Instead, developers like to be
in a community with other like-minded
people to solve challenging problems,
build reputation, and learn new skills.
Developers also believe in the mission
of ‘free’ and ‘open’ software and have

a deep commitment to their projects.’

The FOSS security challenge

Open-source software is assumed to
be more secure since, theoretically,
there are more eyes on the code and
an active community which will catch
defects better than any individual
could. But, this may not always be
the case. Several high-profile security
incidents in widely used open-source
software projects have drawn attention
to the fact that such projects are often
underfunded and poorly maintained,
meaning that maintainers are unable to
catch security vulnerabilities or update

components in a timely manner.

This can have severe consequences
because the widespread use of
open-source software means that a
vulnerability in a software component or
a library can have cascading impacts on

all the tools that use it.

For example, in 2014 it was discovered
that a popular open-source encryption
library which is used by governments
and technology companies around the
world had a programming error that
allowed hackers to intercept confidential
data. The bug, called Heartbleed,
affected almost half a million websites
online given that it was a trusted, widely
used software library.® There has also
recently been an uptick in vulnerabilities
discovered in the software supply chain.
An example is the Log4Shell attack in
2021 which allowed attackers to execute
arbitrary code on vulnerable servers and

affected millions of devices worldwide.®

The media attention to the Heartbleed
bug also revealed that the critical
library was maintained by a small team
of volunteer coders with only one full-
time developer and minimal financial
resources to support their work, which

left the library open to vulnerabilities.™

The digital security challenge that

the software supply chain faces is
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not unrelated to the infrastructural
challenges and incentives that drive
contribution to and adoption of FOSS.
Most open-source software is created
and maintained by individuals and/or
small teams. While almost all software
contains open-source software, reports
have shown that 94 percent of OSS
projects have fewer than 10 developers

writing code.' This makes ‘Figure 1’

Figure 1: Dependency

particularly popular in FOSS circles as

a succinct description of the problem.

Another complication is that FOSS
varies widely in quality, and open-
source software skills are not just ‘one
skill’ or ‘one coding language’. While
individuals can contribute to multiple
projects, funding one does not mean
that other FOSS projects gain any

benefits from that funding.

ALL MODERN DIGITAL
INFRASTRUCTURE

Ty A

]

A PROJECT SOME
RANDOM PERSON

IN NEBRASKA HAS
J BEEN THANKLESSLY

Fﬂg
—

MAINTAINING
SINCE 2003

=

|

-
-

—

Source: xkcd'™?

THE CHALLENGE



Research has found that FOSS projects
are largely unreviewed for security
issues, lack adequate systemic
safeguards to prevent tampering of
code, and do not present users with
the tools to verify whether the software
they are consuming matches the
expected source code.'™ Further, there
is no standard way to monitor FOSS
components and update them when a
vulnerability is discovered. This means
that once a vulnerability is identified in
a particular library, software developers
and security teams will often need to
scan through entire codebases and
dependencies to identify and isolate
each individual use of a library to be

able to update it.

Among technical stakeholders who
create software applications, security of
the code is often seen as a secondary

priority to the expected functionality

in day-to-day operations. If a software
component has the functionality
required, security testing is of lower
priority." Further, the use of OSS is often
promoted as a cost-cutting exercise
and is painted with a consumer attitude
which prioritises the ability to quickly
resolve problems among companies,

and even government policies.®

There needs to be a recognition that
the use of FOSS does not mean that
companies and governments get to cut
costs in their digital projects. Instead
with the use of FOSS, they become part
of the broader community that benefits
from the continued existence and timely
updates of the project chosen. Thus,
the key to strengthening security is to
strengthen the ecosystem of users and
contributors who interact with open-

source software.
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he development and use of
FOSS is not restricted by
geographical boundaries,
making the G20 the ideal
forum for taking action on securing
the software supply chain. Developing
and contributing to open source is
a global endeavour. GitHub attracts
developers from all over the world, with
India showing the largest year-over-year
increase (32.4 percent) in developer
populations on the platform.'® Other

G20 countries such as Brazil and China

are also extremely well represented on

the platform (Figure 2).1”

While not a perfect metric, it can be used
to infer open-source software’s global
popularity. Since FOSS developers are
geographically distributed, problems
related to FOSS security also warrant
a global response. Global investment in
open-source software and its security
presents an opportunity to nurture

intentional international collaboration.

Figure 2: The state of open-source software

TOTAL NEW DEVELOPERS PER COUNTRY

Indonesia
582K (7.3%)

Russia y
582K (7.3%) _

Brazil
924K (11.6%)

China
1.2M (15.6%)

Source: Github'®

United Kingdom
488K (6.1%)

Germany
426K (5.3%)

Japan
413K (5.2%)

France
373K (4.7%)

Canada
366K (4.6%)

India
2.5M (32.4%)
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upply chain security
issues with open-source
software (e.g., undetected
vulnerabilities in  widely
used libraries) are also the problems
facing open source in general
(lack of resources and inadequate
maintenance). Therefore, to secure the
software supply chain for our digital
infrastructure, interventions need to be

made on two main levels:

1. Proactively securing software
projects that are critical for

everyday operations

2. Developing and sustaining a
robust open-source culture and

support infrastructure

While the recommendations listed are
not comprehensive, they are a starting
point towards a more secure software

supply chain.

Proactively securing existing
software projects

1. Identify the most commonly
used projects in government and
industry. There is an urgent need
to identify projects and libraries
that are commonly used and where

they are located in the software

systems of each company and
product.’®2 While GitHub does
have some popularity metrics,
they are insufficient to identify
which FOSS components are in
the highest demand. A public-
private partnership (or an industry
collaboration, e.g., OpenSFF?') is
necessary to identify which FOSS
projects are the most used across
digital products. This must be
an internationally collaborative
endeavour because the creation
and implementation of code is
not bound by the geography of

the developers.

Invest in securing and
maintaining these projects.
Creating a list of these commonly
used projects would  help
governments invest in, support,
and co-create projects they use
most frequently. It would also help
projects raise money from external
funders and deploy it towards
maintenance and server costs and
recruit team members to critical
projects. Support need not only
be financial: providing training
resources, upskilling on security
best practices, helping projects
plan succession workflows once
team members move on, and

stepping up design and marketing

12
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are all ways that can support a
small team of FOSS maintainers.
There are currently some civil
society initiatives like FOSS
United?® and industry initiatives
like GitHub Sponsors?® that aim to
fund FOSS projects, however this
funding is currently piecemeal and

ad hoc.

Periodic ongoing third-party
audits of critical projects are
important to identify security issues
in the most used FOSS projects so
that they can be fixed as common
international infrastructure. Some
companies perform this function
for their clients, while non-profit
and industry collaborations
like OpenSSF and the Linux
Foundation projects such as
Alpha-Omega?* are also starting to
investigate the larger industry and
compile software library level data.
An international public-private
partnership that periodically audits
critical software for vulnerabilities

is necessary.

Communicate identified
software vulnerabilities and
their fixes. Similar to identifying
critical projects, a multistakeholder
partnership that keeps track of
known software vulnerabilities and

communicates fixes to users is

necessary.? There are government,
industry, and non-profit bodies
that keep track of known software
vulnerabilities when they are
submitted by volunteers, e.g.,
the Common Vulnerabilities and
Exposures database.?® National
Computer Emergency Response
Teams can play a huge role in
the communication of software
vulnerabilities and their fixes

identified through ongoing audits.

Incentivise the creation and use
of a software bill of materials
(SBOM) for all public sector
projects from vendors. An SBOM
keeps track of all dependencies
in a digital product so that once a
vulnerability is identified in a FOSS
component, it can be located and
fixed by upstream users more
quickly. Making these a matter
of public record would also
enable the community to identify
and communicate security
issues, would help developers
streamline the implementation of
fixes, and get affected systems

back online quickly.?”

Ensure security education for
software developers. There is an
urgent need to educate developers
of FOSS and enterprise software

on security best practices like the
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use of memory safe languages
for development, fuzz testing
projects, securing releases
cryptographically, validating
existing dependencies, and
investing in FOSS management
tools to ensure secure distribution
andloading of FOSS components.?®
Research has shown that for
developers, delivering a functional
product is often the first priority.?®
Given the high-stakes associated
with non-secure software, security
education can help ensure that
software security does not remain

a secondary priority.

Developing and sustaining an
open-source culture

Developing and sustaining an open-
source culture is important in ensuring
the security of FOSS. A review of the
literature suggests that there is space for
targeted interventions in the following
categories, which could have cascading
effects on the health of the open-source
community, and consequently the digital
public goods that are created through

its efforts.30.81.92:38

1. Government OSS consumption:
The government as a large

consumer has market-moving

and trendsetting potential for

FOSS communities.

e Digital policies should focus
not only on code usage but also
on contribution to the projects
used. This can be done by
prioritising vendors that
contribute to existing projects
and co-creating software
products with the open-source
community directly.

® Procurement policies should
mandate that software used
for public services should be
open-source, not proprietary.
If open-source versions are
not available, vendors should
aim to release infrastructure
products under an open-
source license so that the

entire community can benefit.

e FEstablish an Open-Source
Program Officethat coordinates
the implementation of open-
source software across
government departments. This
office can be a knowledge
centre within the G20 states
which can advise on OSS best
practices, provide training, and
aid adoption.

2. FOSS contributions from

the technology industry:

14
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Incentivising FOSS contributions
from  technology = companies
too has the potential to create
high-impact, high-quality open-
source projects with a dedicated
community around them. For
example, ‘React’®*, a web library
that helps build user interfaces
online, is maintained by Meta and
is one of the most popular front-

end frameworks.

Education: Curriculums in
high schools, colleges, and
postgraduate institutions should

adopt a FOSS-first approach

to build FOSS skills in the next
generation of software engineers.
Education can play a major role
in FOSS adoption, by inculcating
FOSS values among the next
generation of technology creators
and keeping developers up
to date on the latest security
thinking and best practices.
Creating FOSS communities in
institutes of higher education is a
great way for students to be more
involved with the larger FOSS
community, contribute to existing
projects, and see the impact of

their contributions.

Attribution: Divyansha Sehgal, “Resilient Digital Infrastructure: Addressing Software Supply Chain
Vulnerabilities,” T20 Policy Brief, June 2023.
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